MHO®OPMALIMOHHASA NAMATKA AnA PASMELWWEHUA HA OPULIMATIBHBIX UHTEPHET -

PECYPCAX

C kaxgblM rogomM Monogexu B MHTEepHEeTEe CTaHOBUTbLCA fonbLue, a WKONbHUKMA O4HM U3 CaMblIX
aKTUBHbIX Monb3oBaTenen PyHeTa. Me>|<,u,y TEéM, NMOMMUMO OrpoMHOro KoJim4yecTtea BO3MOXHOCTEWN,
MHTEPHET HeceT U I'IpOGJ'IeMbI. OTa namaATka gormkHa noModb Tebe 6e30nacHO HaxXoaAnTbCH B CETU.

Komn blOTEpPHblIe BUPYCbI

KoMnbtoTepHbI BUPYC - 3TO pa3HOBUAHOCTb KOMIMbIOTEPHbLIX MPOrpamMm, OTIMYUTENbHOM
0COBGEHHOCTBIO KOTOPOI SIBMSIETCA CMOCOBHOCTL K pasMHOXEHWI0. B gononHeHme K aTomy, BUpPYChI
MOTyT NOBPEAUTb UIN NOMHOCTbI YHUYTOXUTb BCE (haibl U faHHble, NOAKOHTPOSIbHbIE
nonb3oBaTento, OT MMEHM KOTOPOro Gbina 3anyLleHa 3apaXeHHasi Nporpamma, a Takke rnoBpeanTb
UNn gaxe YHUUYTOXUTbL ONepaumoHHY0 CUCTEMY CO BCeMu (hainnamm B Lenom. B 6onblumMHcTBe
CryYaeB pacnpoCTpaHsATCS BUPYChl Yepes MHTEePHET.

MeToabl 3aWmnTbl OT BpPEeOOHOCHbIX NMporpamMmm:

1.

2.

Mcnonb3yn coBpeMeHHbIe onepaumoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHD 3aLLUThI
OT BPEAOHOCHbIX NPOrpamm;

[MocTosAHHO yCTaHaBnmMBan navtn (LMdpoBble 3annaTki, KOTOPbIE aBTOMATUYECKN
YyCTaHaBNMBAKTCA C LeNblo 4opaboTku Nporpammbl) U Apyrine 0GHOBNEHUS CBOEN
onepawmoHHON cucTeMbl. CkavmBarm UX TONbKO C ochmumanbHoro canta paspabotynka OC.
Ecnun CyLeCTBYET peXnM aBTOMaTN4ECKOro O6HOBJ‘IeHVIF|, BKITHO4U €r0,

PaboTan Ha cBoeMm KOMMbIOTEPE NOA NpaBaMu NONb3oBaTeENS, a HE agMUHUCTpaTopa. 3To
He No3BOJNNT 60]'IbIJJVIHCTBy BpPpeOOHOCHbIX nporpamMm MHCTannmpoBaTtbCA Ha TBOEM
nepcoHanbHOM KOMMbHOTEPE;

Mcnonb3yin aHTUBMPYCHbIE NPOrpaMMHbIE NPOAYKTbI M3BECTHBLIX NPOU3BOANTENEN, C
aBTOMaTU4eCKkUM OBHOBIEHNEM 6as3;

OrpaHnyb hnandecknii 4OCTyN K KOMNbIOTEPY ANs1 NMOCTOPOHHUX NNL;

Mcnonb3yi BHELLHWE HOCUTENW MHAOPMaLMK, TakMe Kak donieLuka, ANCK unun dann na
WHTEPHETA, TONbKO N3 NPOBEPEHHBLIX NCTOYHMKOB,

He oTkpbliBal KOMNbIOTEPHbIE dainsbl, NONyYeHHbIe U3 HEHaAEXHbIX NCTOYHMKOB.[Jaxe Te
dhavinbl, KOTOPbIE NpUCIan TBOW 3HAKOMBbIN. JTydLlie YTOYHW Y HEro, oTnpaenan nn oH Tebe
nX.

Cetn WI-FI

Wi-Fi - aTo He B1Ag nepegayn AaHHbIX, HE TEXHOMOrMS, a BCero nuwlb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackas komnanus 3apermctpuposana 6peHg "WECA", 4to o603Ha4ano
cnosocoYeTaHmne "Wireless Fidelity", KoTopbIvi nepeBoanTcs kak "d6ecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHu goluna gpyras abopesuarypa, KotTopasi ABMsIETCA TaKoW e TeXHoMormen. 3to
abbpesunaTypa "Wi-Fi". Takoe HazBaHMe ObIfI0 AaHO C HAMEKOM Ha CTaHZApPT BbICLLEN 3BYKOBOW
TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4aeT "BbiCOKast TOMHOCTL".

[a, 6ecnnaTHbIA MHTEPHET-AOCTYN B Kadhe, OTensix n aspornopTax sABNSETCA OTIINYHON
BO3MOXHOCTbLH BbIXOAa B MHTEPHET. HO MHOMMe 3KCnepThbl cUMTaloT, YTO 06uenoctynHble Wi-Fi
CeTu He aABNsATCA 6Ge3onacHbIMM.

CogeTbl No 6e3onacHocTM paboThl B 00LWenocTynHbIX ceTsax Wi-fi;

1.

2.

He nepenaeaii cBol NU4YHy0 MHpopMaumio Yepes obenoctynHblie Wi-Fi cetn. Pabotas B
HUX, XenaTernbHO He BBOAUTb Naponv AOCTYNa, SIorMHbI U Kakne-To HOMepa;

Mcnonb3yi n 06HOBNSN aHTMBUPYCHbIE NporpamMMbl 1 6paHamMayep. Tem cambiM Tbl
obe3onacuulb cebs OT 3aKadky BUpyca Ha TBOE YCTPONCTBO;

Mpu ncnonesoBaHun Wi-Fi oTkntoum doyHkumio "O0Wwun gocTyn k dainam n npuHtepam”.
[aHHasa dyHKUMA 3aKpbiTa MO YMOYaHUI0, O4HAKO HEKOTOPLIE NoNb3oBaTeNN akTUBMPYIOT
ee ans yoobcTea ncnonb3oBaHus B pabote unu ydebe;

He ncnonb3yn nybnuuneii WI-FI gna nepegaym nnyHbIX aHHbIX, HANpUMep 4515 BbIxo4a B
coumarnbHble CeTU UMK B 3NTEKTPOHHYIO MOYTY;

Mcnonb3yn Tonbko 3awmiieHHoe coegmHeHne Yepes HTTPS, a He HTTP, T.e. npu Habope
Beb-agpeca BBoagM MMeHHO "https://";



6. B mMobunbHoM TenedoHe oTknoum pyHkumio "MogknoyverHne k Wi-Fi aBTomatudeckun”. He
Jonyckan aBToMaTU4eckoro noakniodeHnst yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHbIle ceTn

CoumanbHble CeT! aKTUBHO BXOAST B HaLLY XM3Hb, MHOTWE Noan paboTatoT U XXUBYT Tam
NnocTosiHHO, a B Facebook yxe 3apernctpmpoBaH MUnNnMap YenoBek, YTo SSBASETCS O4HON cefbMoi
BCeX XuTenewn nnaHeTbl. MHorve nonb3oBaTeny He NOHUMAIOT, YTO MHGOPMaLUS, pasMeLLeHHas
UMUK B COLMAnbHbIX CETSX, MOXET OblTb HalldeHa 1 ncnonb3oBaHa KeM YrogHo, B TOM YKCre He
obs3aTenbHO ¢ 6GrnarumMm HamepeHUsIMU.

OcHoBHble coBeTbl N0 6€30NacHOCTM B coUMarnbHbIX CETSX:

1. OrpaHunydb cnucok apysen. Y 1ebs B opy3bsix HE JOMKHO ObiTh CyYanHbIX Y HE3HAKOMBbIX
noaen;

2. 3awumuian CBOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaTy TBOero
POXOEHUS U OPYIYI0 NNYHYO MHPOPMAaLMIO. 3rOYMbILLIEHHUKM MOTYT UCNOMNb30BaTh AaXe
WMHbOpMaLUIO O TOM, KaK Tbl U TBOW poaUTENM NNaHnpyeTe NPOBECTU KAHWUKYMbI;

3. 3awumuian cBoK penyTauuto - 4EPXKN ee B YNCTOTE M 3aaaBan cebe Bonpoc: xoten Obl Tol,
4yTOObI APYrKe Nonb30BaTENV BUAENN, YTO Thl 3arpyxaellb? Nogyman, npexae Yem YTo-To
onybnukoBaTtb, HanUcaTb M 3arpysunThb;

4. Ecnwn Tbl roBopuLLb C MOABMW, KOTOPbIX HE 3HaeLlb, He UCMOMNb3yN CBOE pearbHoe NMS U
OPYryto NUYHY0 MHCpOPMaLUK: NMS, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyee;

5. Wa3beran pasmewenuns dpotorpacdun B IHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTH, MO
KOTOPOW MOXXHO ONpeaennTb TBOE MECTOMNOSIOXKEHNE;

6. [lpu pernctpaumm B coumanbHOW ceTM HEOBXOANMMO NCMONb30BaTh CMOXHbLIE NAPOH,
cocTosiLume u3 6ykB 1 LMp 1 C KONMYECTBOM 3HAKOB HE MeHee §;

7. [ns coumanbHOM CeTW, MOYThLI U APYrMX CaknTOB HEODXOAMMO MCMOMNb30BaTh pasHble Naponm.
Torga ecnv Tebs B3NOMatOT, TO 3M0YMbILLNIEHHWKM NOMAyYaT AOCTYN TOMbKO K OAHOMY MECTY,
a He BO Bce cpasy.

OnNeKTPOHHbIE AeHbIU

OneKTPOHHbIE AEHbIN - 3TO OYeHb YAO0GHLIN Cnoco6 nnaTexen, 0aHaKo CYLLECTBYIOT MOLLEHHUKM,
KOTOPbIE XOTST NOMNYYNTb 3TN AEHbIW.

OnEeKTPOHHbIE AEHbIN NOSABUINCL COBCEM HEQABHO U MMEHHO U3-3a 3TOro BO MHOTUX rocyaapcTBax
[0 CUX MOpP HE MPOMMUCAHO NPO HMX B 3aKOHaXx.

B Poccun ke oHM (byHKUMOHMPYIOT 1 O HUX Y>Ke NPONMCaHo B 3aKOHe, rae nx pasgenstoT Ha
HEeCKOSbKO BUAOB - aHOHWMHbIE U HE aHOHUMHbIE. Pa3Hunua B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpbIX paspellaeTcs NnpoBoauTh onepaunm 6e3 ngeHtudurkauum nonb3osaTens, a B
HEeaHOHMMHbIX MAEHTUMKAUNA NONb30BaTENS ABMSIETCS 00A3aTENBHON.

Takke crnegyeT pasnuyaTth MeKTPOHHbIe doMaTHble AeHbrN (PaBHbI FOCY4apCTBEHHbIM BantoTam) u
3NEKTPOHHbIE HedpmaTHbIe AeHbMM (HEe paBHbl rOCy4apCTBEHHbIM BantoTam).

OcHoBHble coBeTbl Mo 6e3onacHoi paboTe ¢ ANEKTPOHHBIMU AeHbramu:

1. TMpuBskM K cHETY MOOUIbHBIN TeNedoH. ATO camblii YAOOHbIV U ObICTPLIA cnocob
BOCCTaHOBUTb AOCTYM K cyeTy. [puBsi3aHHbIN TenedoH NOMOXeT, ecnv 3abyaellb CBOM
nnaTeXHbI Naposib UK 3angellb Ha caniT C HE3HAKOMOro YCTPOMCTBA;

2. Wcnonb3yin ogHopasoBkie Naponu. MNMocne nepexoga Ha YCUIEeHHy0 aBTopmaaumto Tebe yxe
He ByaeT yrpoXaTb ONacHOCTb KpaXkv UIn nepexsaTa NnaTexHoro napons;

3. Bbibepu crnoxHbin naponb. [NpectynHukam OyaeT He NpOCTOo yragaTth CIOXHbIA Maporb.
HagexHble naponu - 3To Napornu, KOTopble coaepXaT He MeHee 8 3HAKOB M BKITHOYAKOT B
cebs CTpOoYHbIE 1 NPONUCHBbIE OYKBbI, LGPl U HECKOINBKO CMMBOMOB, Takue Kak 3HaK
aonnapa, yHTa, BocKnuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMYHbIE JAHHbIE HA CalTax, KOTOPbIM HE JOBEPSELLb.

3ﬂeKTpOHHaﬂ noyTta



3J'IeKTp0HHaF| Nno4Ta - 3TO TEXHOIIOMA N npegocTtaBndemMble elo YCIyri no nepecbiyike U nojiy4yeHuto
ANEKTPOHHbIX cooOLeHunn, KOTOpPbIEe pacnpenendrTcA B KOMI'IblOTepHOI7I cetn. Obbl4yHO
SJ'IeKTpOHHbIVI NMOYTOBbIN ALWMK BbIMMSANT cnegyrowmm 06pa30M: I/IMFI_I'IOJ'Ib3OBaTeJ'IF|@VIMF|_,EI,OMeHa.
Takxke KpomMe nepegayun npocTtoro Tekcrta, umeeTcqda BO3MOXHOCTb nepeaaBaTtb (baVIJ'IbI.

OCHOBHble COBETbI N0 6e30nacHon paboTe ¢ 3MEKTPOHHOMN NOYTON:

1. Hapo BbiGpaTb NpaBuUsibHbIN NOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrpOMHbIN BbIGOP
BecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO Ny4lle JOBEPATb TEM, KOro 3Haellb 1 KTO NepBbIN
B PENTUHrE;

2. He ykasbiBan B NIMYHON NoYTE NUYHYIO MHOopMauuo. Hanpumep, nydiue Beibpatb
"My3blkanbHbIi_haHaT@" unu "pok2013" BmecTo "Temal3";

3. Vcnonbayi AByxaTanHy aBTopM3auunio. ITo Korga NOMMMO Napons HY>XHO BBOAUThL KOA,
npucbinaemsin no SMS;

4. Bblbepu crioxHbIn naponb. [Ans Kaxgoro NoMTOBOro silyka JOJMKEH OblTb CBOV HaAEXKHbIN,
YCTOMYMBLIN K B3rIOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanmcatb CaMOMYy CBOMW NNYHBIN BOMPOC, UCNONb3YN 3Ty
BO3MOXHOCTb;

6. Kcnonb3yn HECKOMbKO NOYTOBbIX ALLMKOB. [1epBbI ANs YaCcTHOW Nepennuckn ¢ agpecaramu,
KOTOPbIM Thl JOBEpPSELLb. ITO ANEKTPOHHBLIN aApec He HaZo UCNONb30BaTh NPU perncTpaLmm
Ha popymax u canTtax;

7. He oTkpblBan gaisibl 1 apyrue BROXeHNA B NUCbMax, Aaxe eCriv OHU NPULLKN OT TBOUX
apysen. Jlydiie yTouHU y HUX, OTNPaBNsnM v OHKM Tebe aTn hannbi;

8. Tlocne okoH4YaHWs1 paboTbl HA MOYTOBOM CEPBUCE Nepes 3akpbiTUEM BKITALKN C CANTOM HE
3abyab HaxaTb Ha "Bbintn".

KnbepOynnuHr nunm BupTyanbHoe n3aeBaTtenbCTBO

KnbepbynnuHr - npecnenoBaHne coobLLEHMAMK, cogepalimuMm ockopbrneHus, arpeccutio,
3anyrmBaHne; XynmraHcTeo; coumanbHoe OONKOTUPOBaHNE C NMOMOLLLH PasfMYHbIX MHTEPHET-
CEpBUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ kKnbepOynnNMHrom:

1. He 6pocaiica B 6oi. Jly4wmii cnocod: nocoBeToBaTLCS Kak cebs BECTU U, €CNK HET TOro, K
KOMY MOXXHO 00paTnTbCS, TO BHaYarne ycnokontbecs. Ecnu Tbl Ha4yHelb oTBeYaThb
ockopbneHMsIMN Ha 0CKopONeHns, To TONbKO elle 6onblie pasoXkellb KOHMIMKT;

2. Ynpaensaw cBoen knbeppenyTtaumnen;

3. AHOHMMHOCTb B CETU MHMMast. CyLLEeCTBYOT CNocobbl BbISCHUTb, KTO CTOUT 332 aHOHUMHbLIM
aKKayHTOM;

4. He cTONT BECTU XyNUraHck1in obpas BUPTYyarbHOM X13HU. IHTEpHET bmKeupyeT Bce TBOU
OENCTBMSA N COXpaHSAEeT UX. YaanuTb ux OyaeT KparHe 3aTpyaHUTENBHO;

5. Cobniogaw cBOK BUPTYanbHYK YeCTb CMOSOAY;

6. WrHopupyn eanHWYHbIN HeraTnuB. OgHOpa3oBble OCKOPOUTENbHBIE COOBLLEHNS NyyLle
urHopmpoBaTb. OOLIYHO arpeccust NpekpallaeTcs Ha HavarnbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHBIMU COOBLLEHNSIMUN, B COLMArbHbIX CETAX
€CTb BO3MOXXHOCTb BTOKMPOBKN OTMPAaBKN COOBLLIEHNI C ONPEAENEHHbIX aApeCcoB;

8. Ecnun Tbl cBMaeTenb knbepbynnuHra. TBon AeicTBUS: BbICTYNUTbL NPOTUB NpecnenoBaTens,
nokasaTtb eMy, YTO ero 4eNCTBUSI OLLEHMBAOTCS HEraTMBHO, MNOAAEPXKATb XXepPTBY, KOTOPOW
Hy>XKHa Nncuxorormyeckas NoMoLLb, COOBLWNTL B3POCHbIM O hakTe arpeccUBHOIO NOBEAEHMS
B CETW.

Mo6unbHbIN TenedoH

CoBpemeHHble cMapTdOHbI 1 NNaHLWeTbl cogepXaT B cebe BNosiHe B3pOCHbI pyHKLMOHAT, 1
Tenepb OHW MOTYT KOHKYpUPOBaTb CO CTaLMOHapHbIMU KoMMbloTepamn. OgHako, CPeacTB 3aluThl
AN NoAo6HbBIX YCTPOWCTB MOKa 04eHb Mano. TecTupoBaHue 1 NOUCK YA3BUMOCTEN B HUX
NPOUCXOANT He Tak UHTEHCUBHO, Kak ansi MK, To e camoe kacaeTcst U MOBUIbHBLIX MPUIOXEHNIA.

COBpeMEHHbIe MOOUITbHBIE 6paysepb| YXe npakTn4eckn AorHann HacTtoJibHble aHanorn, oaHako
paclnpeHne (*)yHKLl,VIOHaﬂa Bne4yeT 3a cobon 60]'IbLuy}O CITOXXHOCTb N MEeHbLUYH 3alLLEHHOCTb.



[aneko He BCce Npoun3BOAUTENM BbINyCKalT OBHOBNEHUS, 3aKpblBatoLLME KPUTUYECKME YSI3BUMOCTH
Ansi CBOUX YCTPONCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCT MOBUIBHOIO TeJ'IerOHaZ

1. Hwdero He siBNAeTcAa no-HacTosiwemy 6ecnnatHbiM. Byagb ocTopoXeH, Beab koraa tebe
npegnaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NIaTHbIE YCIyru;

2. [Oywmain, npexae Yyem otnpasuTb SMS, hoTo unu Buaeo. Tbl TOYHO 3HaELLb, FAe OHM ByayT B
KOHEYHOM utore?

3. Heobxoanmo o6HOBNATL ONepaLnoHHY0 CUCTEMY TBOErO CMapTOHa;

4. Wcnonb3yh aHTUBMPYCHbIE NPOrpaMmMbl 4ns MOBUNBHBIX TENEe(OHOB;

5. He 3arpyxxan npunoxeHusi OT HEM3BECTHOr0 UCTOYHUKA, BElb OHW MOTYT cofepKaTb
BPEeOOHOCHOE nporpaMmHoe obecneyveHme;

6. [locne Toro kak Tbl Bblellb C canTa, rae BBOAUM NUYHYO MHOpMaLUmio, 3aian B
HacTporkun 6paysepa n yaanm cookies;

7. Tllepuoanyeckn NpoBepsin, Kakme nraTHble YCryrn akTMBUPOBaHblI HA TBOEM HOMEpE;

8. [aBaii cBON HOMEP MOBUITLHOrO TenedoHa TONLKO MOASM, KOTOPbIX Thl 3HAELLb U KOMY
JoBepsieLlb;

9. Bluetooth gomxeH GbITb BbIKMOYEH, KOraa Thl UM He nonb3yellbces. He 3abbiBan nHorga
NpoBepsTb 3TO.

Online urpbl

CoBpeMeHHbIe OHMalH-Urpbl - 3TO KPacoYHble, 3axBaTbiBaloLLMe pa3BrevyeHusl, oobeanHsioLmne
COTHM TbICAY YeNOoBEK Mo BCEMY MUPY. VIFrpokM nccrnenytoT A4aHHbIA UM MUp, O6LLarTCs APYT C
OPYrom, BbIMONHSIIOT 3a4aHusl, CpaXatoTcsl C MOHCTPaMM U NONy4aroT onbIT. 3a Y40BONbLCTBUE OHU
nnaTsaT: NoKynawT AWCK, ONnavnBaoT aboHEMEHT UM NpPUOBPeTatoT Kakne-To onumu.

Bce aTu cpeactea nayT Ha noadepkaHue 1 pasBuUTUE UMPbl, @ Takke Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOpPU3aLMK, BbiNycKaloTcs HOBblE NaTymn (LMdpoBbIe 3annaTki Ans
nporpamm), 3aKpblBatoTCs YA3BUMOCTI CEPBEPOB.

B nogo6HbIX Urpax CTOMT onacaTbCsi He CTONbKO CBOMX COMEPHMKOB, CKOJbKO Kpakv TBOEro napors,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTopM3aLmMmn GONbLUMHCTBA Urp.

OcHoBHble coBeTbl N0 6&€30NacHOCTY TBOErO MrpoBOIro akkayHTa:

1. Ecnu gpyron nrpok Beget cebs nnoxo nnm cosgaet Tebe HENPUATHOCTU, 3abNOKMpyI ero B
CMNCKE UIPOKOB;

Moxanyncs agMMHUCTpaTOpaM Urpbl Ha MIIOX0e NOBEAEHME 3TOrO UrPoKa, XXenaTenbHO
NPUINOXMWTb Kakne- TO AoKa3aTenbCTBa B BUAE CKPUHOB,;

He ykasbiBan nn4yHyo nHopmaumio B npodanne urpbl;

YBakan gpyrmx y4acTHUKOB MO Urpe;

He yctaHaBnvBan HeodmumnanbHble natim n Moapl;

Mcnonb3yn cnoxHble 1 pasHble naponu;

[axe BO Bpemsi Urpbl HE CTOMT OTKITKOYATb aHTUBMPYC. [oka Tbl Urpaellb, TBOW KOMMNbIOTEP
MOTyT 3apasnTb.

N

Nooprw

PULWKWHT unu KpaXxa NMN4YHbIX AaHHbIX

OOGbIYHON Kpakel OeHer 1 IOKYMEHTOB CEroAHS YK€ HUKOro He yOuBKLLb, HO C pasBUTUEM
WNHTEPHET- TEXHOMNOMMI 3MTOYMBILLNTEHHMKN NEPEMECTUNUCL B UHTEPHET, U NPOAOIIKAIOT 3aHNMAaTbLCS
"NnobumMbIM" Aerom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLUEHHUYECTBA NN (PULLMHT, rNaBHas Lieflb KOTOPoro
COCTOUT B NOSyYeHnn KoHnaeHUmanbHbIX 4aHHbIX NOfb3oBaTenen - NorMHoB K naponen. Ha
aHrnunckom ssbike phishing uMtaetca kak duwmHr (ot fishing - peibHas noens, password - napons).

OcHoBHble coBeTbl N0 60pbbe ¢ PULLMHIOM:
1. Cnepgu 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3noMaHa, To

HeobxoauMo 3abroKMPOBaTh ee U COobLMTE aaMUHUCTPaTopam pecypca 06 3TOM Kak
MOXHO CKOPEE;



2. Wcnonb3yn 6e3onacHble Be6-CcanThl, B TOM YUCHE, UHTEPHET-Mara3vHOB U NONCKOBbLIX
cucTem;

3. Wcnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnv Tebsa BanomatroT, TO
3MOYMBbILUMNEHHWKM NosiydaT JOCTYM TOSbKO K OAHOMY TBOEMY Npodusiio B CETU, a HE KO
BCEM;

4. Ecnu tebsa Banomanu, To Heo6xoaMMo npeaynpeanTs BCEX CBOMX 3HAKOMbIX, KOTOpbIEe
nobaerneHbl y Tebs B Apy3bsix, 0 TOM, 4TO Tebs B3noManu 1, BO3MOXHO, OT TBOEro MMeHU
OyaeT paccbinaTtbCsi cnam U CCbINKM Ha (PULLMHIOBLIE CanThl;

5. YcraHoBu HagexHbI naponb (PIN) Ha MOGUNbHBIN TeNedoH;

6. OTkniouM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan anssl 1 gpyrue BROXeHNA B NMCbMax, Aaxe eCriv OHU NPULLKN OT TBOUX
apy3sen. Jlydiie yTouHU y HUX, OTNPaBRsnM N1 oHK Tebe aTn hannbl.

LincpoBas penyTtauus

Lindpposas penytauus - 3To HeraTmBHasa UM NO3NTUBHas MHpopMaLms B cetu o Tebe.
KomnpomeTupytoLas nHopmauus, pasmeLlleHHasi B UHTEPHETE, MOXET Cepbe3HbiM 06pa3om
OTPa3nTbCA Ha TBOEW peanbHOM XU3HU. "LindpoBas penyTtaumnsa” - aTo TBOM UMUOXK, KOTOPbIN
dhopmupyeTcs u3 nHgopmauumn o Tebe B UHTEPHETE.

TBOE MECTO XUTENLCTBA, Y4ebbl, TBOE (DMHAHCOBOE NOMOXEHNE, OCOGEHHOCTM XapakTepa u
pacckasbl 0 GnIN3KMX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne NnogpoCTKM NErkOMbICIIEHHO OTHOCATCA K NyGnvkaumm NnMYHOM nHdopmaummn B IHTepHeTe,
He NOHUMas BO3MOXHbIX NOCNeaCTBUN. Thl AaXe He CMOXeLlb AoragaTtbCs 0 TOM, YTO dhoTorpadums,
pa3MeLleHHasn 5 neT Hasag, cTana NPUYMHON OTKasa NpuUHATL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHne TBOMX poTtorpadun u gpyrme 4ercTBUs MOryT HE UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yaanuub. Tbl HE 3HaeLlb, KTO COXpaHWi 3Ty MHGOpMaLMio, nonana fv oHa B
MOMCKOBbIE CUCTEMbI M COXpaHUMach N OHa, a rMaBHOE: YTO NoAyMmatoT 0 Tebe OKpyKatloLLMe JTHAMN,
KOTOpble HanayT 1 yBUAAT 3T0. Hantn nHdopmaumo MHOrO NIET CNYCTS CMOXET Ntobon - Kak u3
A06pbix NOBYXAEHWIA, TaK U C HAMEPEHMEM NPUYMHUTL BPEA. DTO MOXET ObITb KTO YrogHO.

OcCHOBHbIE COBETHI MO 3aLLMTe LMPOBOM penyTaumm:

1. TlMopymaii, npexae 4em 4YTO-TO NyGnMKoBaTh U Nepefasatb y cebsa B 6nore nnm B
couunanbHom ceTu;

2. B HacTtpomkax npocuns yCTaHOBU OrpaHN4YeHusi Ha NPOCMOTP TBOEro Npoduns n ero
coAep>XMMoro, caenawn ero Tonbko "ans apysen”;

3. He pasmeLluant 1 He ykasbiBan MHGOPMaLMO, KOTOpasi MOXET KOro-rnmbo ockoponsTb unm
obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbI€e LLKOMNbHMKM - aKTMBHbIE NMonb3oBaTeny umMdpoBoro npoctpaHcTea. OgHako Aaneko
HEe BCe 3HalOT, YTO MOJIb30BAHNE MHOMMMY BO3MOXHOCTSIMU LMEOPOBOro Mnpa Tpebyet cobniogeHus
npaB Ha MHTENeKTyanbHyt COGCTBEHHOCTb.

TepMuH "MHTeNnekTyanbHas CO6CTBEHHOCTL" OTHOCUTCS K PasfMyHbLIM TBOPEHNSIM YENOBEYECKOrO
yMa, HauMHas € HOBbIX M30OpEeTEHUI 1 3HAKOB, 0603HaYaKOLLMX COBCTBEHHOCTb Ha NPOAYKTLI U
ycnyru, n 3akaH4uBasl kKHuramu, otorpadusamm, KMHOUNbMamMu 1 My3blKanbHbIMM
Npou3BedeHNsMN.

ABTOpPCKME NpaBa - 3T0 NpaBa Ha UHTENNEKTYyarnbHy COBCTBEHHOCTb Ha NMPOV3BEAEHUSI HAYKW,
nuTepaTypbl U UCcKyccTBa. ABTOPCKME NpaBa BbICTYNaT B KAYECTBE rapaHTMm TOro, YTo
WHTENeKTyanbHbIi/TBOPYECKUIA TPy aBTopa He GyAeT HanpacHbIM, AacT eMy crnipaBeasivBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, Nony4ynTb U3BECTHOCTL U NMPU3HaHME.
HukTo 6e3 pa3pelleHusi aBTopa He MOXXET BOCMPOU3BOANTL €70 MPOM3BEAEHNE, PACNPOCTPaHSTh,
ny6rM4YHO 4EMOHCTPUPOBATL, NpoAaBaTb, UMMNOPTMPOBATL, MyCKaTb B MPOKaT, Ny6rMYHO UCMOMNHATD,
nokasblBaTb/MCMONHATL B 3chupe unu pasmewlats B IHTEpHeTe.

Mcnonb3oBaHune "nmMparckoro” nporpaMmmHoro obecnevyeHms MOXeT NPUBECTU K MHOTUM pUCKaMm: OT
noTepun OaHHbIX K TBOMM akkayHTaM 40 GITIOKMPOBKM TBOETO YCTPOWCTBA, e yCTaHOBIeHa



HenerarnbHad nporpamMmma. He cTonT Takke 3abbiBaTb, YTO CYLLEeCTBYIOT JieraribHble n fecnnaTtHble
nporpamMmbl, KOTOPbl€ MOXHO HanTu B ceTu.



